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[0013] FIG. 20 is a diagram showing a content distribution model of the conventional 
content usage control system. A decrypt protection area and a reproduction protection 
area of FIG 20 correspond to the confidential protection area shown in FIG 18. The 
decrypt protection area is where the hardware and software are protected against 
alteration and the output data against duplication, and the reproduction protection area is 
where the digital decrypted data are protected against duplication. Usage environment 
specifying physical elements (PCSUE) 235-1 to 235-N are physical elements for 
specifying the usage environment of the content, and specifically include a CPU, 
peripheral equipment, a removable storage medium, an IC card and the like. 



[0049] A content usage control system, a content usage apparatus and a computer 
readable recording medium having recorded therein a program for enabling the 
computer to execute a method of using the content usage apparatus will be explained 
with reference to the accompanying drawings. 

[0050] FIG 1 is a diagram showing a configuration of a content usage control system 
according to an embodiment of the invention. A content usage control system 10 shown 
in FIG. 1 is for controlling the usage by the user 2 of the content of a copyrighted object 
produced by a copyright holder 1. In FIG 1, the content usage control system 10 
roughly comprises a copyright holder system 20, a content server 30, a license server 40 
and a user system 50. 

[0051] The copyright holder system 20 includes a confidential content registration 
section 21 for performing the process of encrypting the content and registering the 
confidential content in the content server 30 (S10), an access control right delegation 
section 22 for delegating the access control right by sending to the license server 40 the 
content decrypt key required for decrypting the encrypted content (confidential content) 
(S12) and an ACL setting section 23 for setting the usage permit conditions, i.e. the 
license (ACL) in the license server 40 (SI 4), thereby managing the usage control of the 
content of copyrighted objects. 

[0052] The content server 30 registers the confidential content sent from the copyright 
holder system 20 and in response to a confidential content distribution request (SI 6) 
from the user system 50, sends out to the user system 50 the registered confidential 
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content in encrypted form (SI 7). 

[0053] The license server 40 includes a license permission/production section 41 and 
an LDAP system 42. In response to a content usage request from the user system 50 
(SI 8), the license permission/production section 41 searches the LDAP system 42 for 
the physical element ID certificate added to the usage request and the corresponding 
decrypt key, decrypts the physical element ID, searches for the content decrypt key 
corresponding to the content of which the usage is requested, and sends the license in 
which the content decrypt key thus searched is encrypted by the physical element ID 
(S21). 



[0100] The internal procedures of the process of the user system 50 will be explained 
with reference to the flowchart shown in FIG. 1 1. In FIG 1 1, the first step is for the user 
system 50 to determine whether a request for content usage has been issued or not (step 

5500) . In the case where no request for content usage is issued (NO in step S500), the 
same determination process is repeated. In the case where a request for content usage is 
issued (YES in step S500), on the other hand, the content usage request is sent (step 

5501) . After that, it is determined whether a request for a certificate of a physical 
element has been issued from the license server 40 (step S502), and if there is no 
request for the certificate of the physical element (NO in step S502), the process 
proceeds to step S508. 

[0101] In the case where the request for a certificate of a physical element is issued 
(YES in step S502), on the other hand, the physical element ID certificate is read out 
(step S503), and it is determined whether the read operation has failed or not (step 
S504). In the case where the read operation is a failure (YES in step S504), an error 
notice is sent to the license server (step S505), and the process proceeds to step S500. In 
the case where the read operation is not a failure (NO in step S504), on the other hand, it 
is determined whether the next physical element is available or not (step S506), and if 
available (YES in step S506), the process proceeds to step S503 where the next physical 
element ID certificate is read out and the process described above is repeated. 
[0102] In the absence of a next physical element (NO in step S506), on the other hand, a 
group of the physical element ID certificates are sent to the license server 40 (step 
S507), and it is further determined whether the received data is an error or a license 
(step S508). In the case where the received data is an error (ERROR in step S508), the 
process proceeds to step S500 for repeating the same process as described above, while 
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in the case where the received data is a license (LICENSE in step S508), the license is 
further delivered to the physical element (PCSUE) 1 (step S509), followed by 
proceeding to step S500 to repeat the same process as described above. As a result, the 
user system 50 can acquire a license from the license server 40. 

[0103] The PCSUE 1 is indicative of the first one of (N-l) PCSUEs. A general 
expression of PCSUE is PCSUEi where i is an integer of 1 to (N-l). The internal 
procedures of the process performed when the license is delivered to each PCSUEi will 
be explained with reference to the flowchart of FIG. 12. 

[0104] In FIG 12, the first step is for the PCSUEi is to decrypt the received license with 
Kpi (step S600). After that, the decrypted access condition ACi is evaluated (step S601), 
and it is determined whether the evaluation result of the access condition ACi is good or 
not (step S602). In the case where the evaluation result of the access condition ACi is 
not good (NOT GOOD in step S602), the error processing is effected (step S604) to end 
the process. In the case where the evaluation result of the access condition ACi is good 
(GOOD in step S602), on the other hand, the decrypted license is transmitted to the 
PCSUE (i+1) to continue the decrypting operation, thus terminating the internal 
processing of the PCSUEi. 

[0105] Then, in PCSUE(i+l), which corresponds to PCSUE(N)> the physical element of 
the reproduction device performs the internal processing, for example. The steps of this 
internal processing procedure will be explained with reference to the flowchart shown in 
FIG 13. In FIG 13, the first step is to decrypt the received license with Kpn (step S700). 
After that, the decrypted access condition AC(N) is evaluated (step S701), and it is 
determined whether the result of this evaluation is good or not (step S702). In the case 
where the result of evaluation is not good (NOT GOOD in step S702), the error 
processing is performed (step S703) thereby to end the process, resulting in the failure 
to decrypt the confidential content. 

[0106] In the case where the result of evaluation of the access condition AC(N) is good 
(GOOD in step S702), on the other hand, the confidential content are decrypted with the 
decrypted Kc (step S704), and the decrypted content are reproduced by the reproduction 
device (step S705) thereby to end the process. 

[0107] A specific license decrypting process will be explained with reference to FIG 14. 
In FIG 14, the license generated by the license server 40 is encrypted by encrypting the 
access control list ACL and the content decrypt key using the key Kp constituting the 
physical element ID of the reproduction device 144. The license is further encrypted 
using, as a key, the value of the exclusive OR of the DSN 141 constituting the serial 
number of the storage device and the MSN 143 constituting the serial number of the 
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medium 142. 

[0108] First, the storage device 140 reads the write inhibited MSN in the medium 142, 
and the exclusive OR is calculated between the same value and the DSN of the storage 
device 140, and according to the calculation result, the license is decrypted into {ACL, 
Kc}Kp. This partially decrypted license is sent to the reproduction device 144, which in 
turn decrypts the license using the key Kp constituting the physical element ID of the 
reproduction device 144 itself, thus acquiring the access condition list ACL and the 
content decrypt key Kc. In the case where the access condition indicated by the access 
condition ACL is satisfied, the content decrypt key Kc can be used for decrypting, and 
the decrypted content are reproduced by the reproduction device 144. 
[0109] The process of decrypting the content by requesting and acquiring the license 
described above will be explained in more detail with reference to the data flow shown 
in FIG. 15. In FIG 15, in the decrypt protection area of the user system 50, the license 
request process 152 is sent to the license server 40 with the physical element ID 
certificate in order to use the content. In the process, the physical element ID certificate 
is acquired from the usage environment specifying physical element 150 by the usage 
environment specifying physical element certificate acquisition process 153 and 
delivered by the license request process 152. 

[0110] Upon transmission of the license from the license server 40, on the other hand, 
the license acquisition process 156 acquires the license and the access permit process 
155 acquires the license from the license acquisition process 156. At the same time, the 
usage environment specifying physical element ID authentication process 154acquires 
the physical element ID through the usage environment specifying physical element 
certificate acquisition process 153 and further the usage state from the accounting 
process 157, so that the decrypt key is retrieved using these results. 
[0111] The content decrypting process 159 decrypts the confidential content 158 using 
the content decrypt key and outputs the plain text. The accounting process 157 notifies 
the usage state monitor physical element 151, whereby the current usage state is 
automatically decremented in accordance with the usage by the usage environment 
monitor physical element 151. 
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-5««i^Ji)c#fc «fe l/K«fii^fiE#ICck o Title **ifc# 
^t?«fflS««ia#lc < fe^Tffiflt**i*Ka 

X. ltFEa>^r>^$fiJffl#A^JS-r*ip]ffl#^S (0 

1O50) ffiii&mmm¥mpr?&mi-2>* t-<7£ 

g t? a &*lJS#^8:a>*35S® ^ l-H-T -5 88&J Wf « * U 

ic»-r *ffi»rofi?«-fijfflitw*#^ * & i=iftifo*> «fc t; 

<*<t LriaS-r^KS^S (01 02 3) 

#^aic £ -sniE => > t- > <c fiiffl *«fl®-#- * *j ^ftinai 

[o O 2 8] w(0lB*« 1 CA^-S«B^|zJ:tulS. 
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(Offl*^bi*l=«fcoTtaiI<b*&Lfcfi]fBi^&fti u 
TlftSgU fll5fiJfflfti]ffli#aiis MIEi9:S¥Slc<fcoT 

[0 0 2 9] t»*^2lCA^*^[i. W3RJS1 

-i-a-ra&frefc-s^st&fr <■ a (DSsti*f*Bi=* 
[0 0 3 0] ^ro»*]S2iz3b^**^i=«fc^ii, as£ 

[0 0 3 1] £f=. W*3S3|CA^^SE^I*, »3ftJSl 
£fcli 2 1=15^(03 >T>vmm®lWi'*T AlzfcLv 
T\ fltrfEflfflftllW^S (0104 0) l±. miBfi|ffl#^ 
a (11I05O) (31©S 

i s) £git-c, ttriBf<iffli^pr^i*fc<fci;iiiB3> : 7 i > 
y(om#*-£ffjfBfijffi#^ai*j-e<£ffi-f -r-c 7* 

l=«fcoTifc^:LfcStiS1f«£±Ji£T£±j£^a (0i 
(04 D £«s*. ffjie*jjs#^ai*, firiB3>T>*>f«] 
ffls* icfE i: r is p, n-5fiffiitrewffl* atef Jffl#^s 

^{**ias-r'5ii^i=:«rfiB3 >f>f©af+- * m 
^•ciiirtEBt^fbStifca >f>'>©a#?i77 

[0 0 3 2] Iirott^ltSI^A^&B.Jilc.fctt.l*. £j£ 

itr, m&mmPf-s!&wts±vm&=i^7-i>v<D&^*c 
-£inris*ifa#^art-i?tsra-f •<• T*st;mtm 
ffl#^a(0*a«(04ais®5ti=m-f *SI»Hffffii= <fc o rat 

mm^miz^^msmom^m^^ttzm^L. 
«riB«ffli*Rr*fr*aiia-r*»*i=ttiBa ^f^^a 

[0 0 3 3] HJftSUrcfl^-SSSBI*. I&5Rlg3 

(131(04 1) i±. itrisfuraffFW«fefrrtrow»f«Jfflif w 
IIM*M#tta«^Ea&*;h,-ciN*«*i::l*. SKSP^^J 



[0 0 3 4] C©tt*«4l::]&^*S6«l::«fc*ltf* *JJ8 

[0 0 3 5] *fc, W**5I=^4«6WI*. H*£l 
~ 4 |cKB<03 V^fflftH&Si'X^r A|zfct>T. HJ 

9©131~136) &-gt;z.k$:®&b-t 
[0 0 3 6] = (DH*a5lcfrfr«J»ll::J:*llX. MB 

sBtfB*n*i::fc«fessB-cfe-3-c'b---3i!>4taBs 

B&LTttUftlV ;i(0-O(0*3jggSfS(0*jEfci*£ 

[0 0 3 7] £fc. R*«6ICAn*nS^I*. W#JS1 

B^ibLfc3>-r>y£«#U fftfi£fi|JB#*afre.(0 

1(03 0) fcS&lcfitjtfcwi: $4$® 

[oo3 8] 6 lcj^3^*f6Wlc«fc*itf. $l& 

> x > ? lEflrS* * S It Tffi[ SSB&^t L fc a > T > 
^£^K*Jffi#^ai::2itt-#--&3 >T->^-y— L 

^xAlcfclt* h77^ -;/<7(0$I*g£lft.ll:LT. ffl&l- 
[0 0 3 9] f»5RJg7l=A^-5»BJ|* % a>i> 

twi * titzm G-gtinm&iMi&vsimiz j: o met $ n 

>t >v#\mw*iz&cx&s>Hitm&* : &£&¥f9t. 
o>®m&m<Dm%mmz 1 1 \z$mLxm*titzmmt* 

WSM*£5i3$£-r<&«£l-lilJi3zi 

d:i;ffjiEf<jffl#i3Bi-r*sasij«9ii=s-5^fcfiiB3>^ 
BT^^^toift^-sasE^a (01O23) t. «na 

(B 1(0 4 3) fIIB3>T>^(0ffl#dr 

-^«}#-r-5«i#^a (BK0 4 4) t. m&mmm^ 
a^ e. a? 3 >^ > *v <o mm^nt * s it# it x m mm mm 
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^*-£iaaj-f*ttm^a: (042) t. m&mm%^ 
tmytrn & ±f& l x a mmm^mz mm -r s ±j&*m 

[0040] wfl5»*S7IZA^^S6^[=cfe^ll*. 

mu s^lBf|Jffl#¥SA^p,iS^^*^^fc1^!lSS^0ll^Sll1S 
$a $ 1 1 \zm&mmt**i&{* fc«fc i/mrsB3 >x > yrom 

[004 1] Sfc. IR*4l8f::**«JftHI£. **h>7 

uwjflttfcH-rsiftBiflMB* a&«-r-i>s#¥R (0 1 <*> 
52) sfriB3>T->'>of)]fflS*i=*K5ur3>x 

ttSfS (01©58-1, 60-1, 62-1) t, 
SiTlH*«!)fcfiJffli1rPl^$*iJS LfrpI S4x-5^l=miB 

(01(05 1) «t, ^S.fcCi:*4#afr-5. 
[0 0 4 2] C(DiS*3S8l=A^*«MIC«fctil^ 

g# icfcflS L T a > ^ SSSS ic «fc ^> T2H1 $ <i ■& 
r -&ta»Jte$R£*. .fc L t:fiJffil*Br^#fc £ 3 > 



[0 0 4 3] £fc. IS*«9I=A^-5S6BJ|*. 

>^*JfflSSro 3 v tf n.-* -cliff * ■£ * ^ a £ 

t&Sfl L, fc 3 > fcf i — * y pTffi'St5^J««:-C ft o 

o^jssm i-H-r -ssasij Wfflis * z/?ura#i= h-t * bisij 
ras&fc&re-r (H11086OD me 

pI^ftfc<fcI/3> ; 5 1 >^ro«#4r-$3Rtt-i)XS (01 
20S600, S 6 0 1 . 0 1 3(0S 7 0 0. S70 

?Xi (013O5S7O4) *K)f^*-»i--5fcto<0^' 

[0044] =a>n*4[9i=^Av«iini=j:na. 
>-T->^a>§a$ff 3 3>T-v^i i agsic, a»3> 

^^t-sfF^it^p.. SK3V5 i >yfi|fflsma)4aas 
i;3>T>^o)it#+-$*i<), f©a. fHH*Afcjpj 

-^ffl^T3>^>^©a#$ffd<fc5l=Lr, 
[0 0 4 5] ^fc, »*JS1 OI=^«««tt. 

*<3 >5 L >'vro?ijffl$ff 3 3 >7->'>fijffl3sai=j3t% 

r. |iTlB3>T->^(7)^Jffl®*|cSifJ5Lr. 3>-r>^ 
CDKtt(MB^&. ^S3i/^>>vfi]fflSScDfea@mi= 

>f>f©a##-?*j64fa (0 1 <B 5 8 - 1 , 6 
0 - 1 . 6 2-1) t. 1fflB*tofcfiJfllitW&fl i **IJ£ 
UfitRTS*t-51g^l=. MBE*tofc«#^r-$ffltNT3> 

TT>yo>ii#$fia¥S (01O5D fc. *flixfcc: 

[0046] C(D»*S1 0lC^5»«r=«feHtf, * 
■f s 3>^>^<Dfi]JBg3fc|C?tl£LT. 3 V^^^COSf 

^sisijisffl** t Lr«fflfffRrft#te«feu:3 >x 

UT3>T^^O«-^*fi5«t?l=UT. 
<T<5. 

[0047] *fc, it*3Si nzfrfrz&mt. mmm 

#3 V-T^yOipJE^fT 53 >-x >yflJJB&@(03 >e 
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a.— 9 t?Hff zfa A$ t&frt Lfc =» v ea-$ 

ASXg (H1 21DS6 0 0, S601. 013OS7 

0 0. S 7 0 1 ) ffiKtf&fcfUffll^&tt^JSL- 

>^<Dg§$ff?lS (EN 3OS704) SiftfE 

[oo4 8] zommmi M=.frfr&mm-&*i\t* * 

[0 0 4 9] 

y ^ A £ IE© Lf==i > e a.-* Sto-Bl y ^Tfl|JEc8B« 
[0 0 5 0] Bill *IBW<0-Sia©^S|-Cfc-5a> 

T. Z05a>^>^fl]fflfllffllv7.^A1 Oil X$ < % 
§ttlif , >XfA2 0. rj>^>'V9— A3 O. 

[0051] Sft<t#*>x-TA2 oli. ffrfcLfcav-f- 

A3 0l::g&-f.5 (si 0) *B3I£ft-5©B 
=i>7 L >'va©SP2 i , «&^ibLt-=>^T^y (»ga 

5-f-b>X-9— /*4 OlC&tb-r-SC.fclcfco-C. T-^-b 

x$TOte£ i 5-i'-tr>x-y-- /<i=att-T4 (s 1 2) am 
(acl) s^-f-b^x-y— /u oiza^-r-s (si 

4) ACLKSS2 »f*Kl©3>T>VI=B 
[0 0 5 2] a>-r>'Vy— A3 0I±. IMfvXf 

A5 O^e.0Wg3>-T->'VK^S3j?A<feofc (S 

1 6) C<&gf$£;h.. fiM^ftTl^WEa:' 

-r-s (s i 7) . 



[0 0 5 3] A4 01*. ^-f-b>XttoI 

/±fiES54 1 t LDAPyXfA4 2 5-f 
Hz>XitoI>'±fi!tfi?4 1 I*, JpJffl#->x-rA5 Ofrfczi 
>^>^0)^ifflS*j!»<fcofc (S18) COTfiJJfJ 

£ LDAP>/XfA4 2fre>83?L. ^1S% 
& (S2 1) o 

[0 0 5 4] C07<f-fe ft9a«tt£«*ft{t 

■cam. Ku»*<o«uti=»***. itsa t&uiias 
s£4#j£5Ji«fef*©*ft&-*\ wffl*©3piffl«a**# 

£Lfc£ft&#*0f-t*-CACL£LTI©*tfl;**lS. = 
(D5**>X<0Bf^<b£«^bl=ol\TI*&5£-f -5. ft 

fo\ mm&x. (s 1 8) rcttasati DKHftWMns 

fe-CkiftlvW*. LDAPi/XfA4 2m=4>#&Lft 
iMg^iri*. &aS3S&#«3£ (S 1 9) 

acxi DBEB^#i¥^is-r (S2 0) . 

[0 0 5 5] — ^ 4lft*i i &vX-T-A2 Ofr&T^Ht*. 

(s 1 2) c©zj>^>^«#+-^aa«-r-5 

L D A P yXf A 4 2^05^—4 4fflf-9^-^l:» 
Xfi2 OA">e>ACLift:£*<a|e>;h. - r£fc (S 1 4) l= 

I*. w^ACL^Wgav^v^lcJtJlS^-li-C. LDA 
P->XfA4 2fl©7f-bXfi)»UXH (ACL) Kte 

[0 0 5 6] «lf->7fA5 0li, M3>fVW 
iEftS* (SI 6) tEfli*^fc«Jg=i>'T>^CDBSi# 

OS*. -Tftt)%fiJfflS* (S1 8) t^-r-te>X(DK! 
& (S2 1) (DfllS$fi5 7'f-b>X®*/|X{#aP5 2 
<t. «Ifi/XTA«)«S«ia* (SUE) 53t$ 

susfciHv cpu» rajn^a. 'jA-/^uftSB«a 

(*. I C*-h\ a^TVfWffittSftifflDtt^ttlWB 

[0 0 5 7] WCWMHIICM:. C P Ul¥OT«fflBI«?$ 
S^SS^ (PCSUE) 54-1~54-N<t. =3> 
f >';JtSit53>f hU-yf A-fX5 5- 
1~55-Mt, ^U— V-^tfa.— «7^(Dfl*^/N'-rx 
5 6-1~5 6-Lt$ttl>. &PCSUE54-1 
-54-N, §3>f>^XhU-5Jf/WX5 5-1 
~ 5 5 -M, fei(JftS4f /WX 5 6 - 1 ~ 5 6 - L 
II fhf*l«)WSlD57-1~57-N, 5 9 
-1-59-M. 61-1~61-L^tt*ttt 
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(=, Bt^-fb/a^b/fPfifSP 58-1-58-N, 60 
- 1 ~ 6 0 — M, 6 2— 1 ~ 6 2-L?ttl>. 
[005 8] Bf-^fb/tt-SHb/SHieP 58-1 -58- 
N, 6 0-1-6 O -M. 62-1~62-LI4, 

DT?it^burtiu*L., «4&ag§r§0>&-^<b£ff5i§£- 

ic&^issfcffPfii-ta&a*^. &®mm 
mi DofliaicHLriA^ss^si-fttv Bsasm 

[0 0 5 9] oflC±abfcffttfi'^fA2 0 > 3 

fttt#->x-r-A2' orortfflJina^iiiicotN-cittB^-r^,, 

[0 0 6 0] 0 21-fctN-C, Sffc*t#i'X J ri».2 014, 

?S100) . ««M''*>F-a<Se£fcL-ClNJS:t>i§^ (X 
f»;?S1 OO. fcL) I=I4, Sft-T'O h -5 

^-ecojaa^jsysL, h*<se±L,fc (x 

f»^sioo, fcy) left, Sf^-f<>h©Si^rtS 

A<I»E3>t->^S^Av ACLtBK 79-bXfflft 

uf?^s ioi) 

[006 1] »flFrtS*<Wg=i>T->*> S»l?35-5«^ 
(Xttv^I 0 1. HHa^f>"«/fia) I=I4, »Ea 
>f^ffiM2il a>-r>^a>Be^b*SL% (x 
f»;?S1 1 O) , 3>tV7*- Kfr&BrM© 

=i>T->^-y— A3 o^ttjeu' (Xf7?si id, 

- cotHM L tz a > t- > Vtf— A 3 0 lz« L TfBgn >t- 
>'>S«SS*Sff5 (X^rv^S 112), *<D&, a 
>-tW-9— A3 OA^e.cDJS^^ft-C, *<Dfo&tfO K 
-efcSfr&NK-fS (Xff?S1 1 

3) . 

[0 0 6 2] a>-r W-y-— A3 0j^e>a>J£^A<OK© 
£fr-3fc (x-r-y^s 1 1 4) 1 O^0>3> 
S 1 1 5) . orO^V^^'V-tJ— A*<*tSS*lf=li£- 

(xf»^s 1 1 5, £>y) izi*, xf»^s i 1 ziz 
^ur±aLfc«!ia$sy®L, o^roav^rw-y- 

— /WftSSFtlTUJS^ig^ Uf!/?S 115. 

L) KI4, X-r-y^S 1 0 0l=»fJLT±aLfcfliat 

ays-r. 

[0 0 6 3] ^rt^ACLi8:S-e*-&«^ (X-r^ 
^101, ACLRJl) , ACL ifeSSSP 2 3 14, 

ir, ftfc ^ >^ 

t"J»fL Wff?S1 20) , 3>f>7ffif+-(0f 
8§£LnciMf£ (Xf"^S12 0. #L) ICI4, 17 
— SBaSff -3T Wf";^S 12 4), ^.-r-y^S 1 0 



oic&frL, ±5HLfcsaai£«syii-r. i>f> 

ym^*—0&m<&Z>i$i-£ (X^r-y^S 1 2 0, fe 
y) ICI4, ACLl4S®** i 5'J'-b>X-y— /«4 0lCj§ 
<IL (Xf-;?S12 2) , 5<-te>x-9— A4 0*'>e> 
ACLajft*S££S<iL Wf«;?S12 3) , 

x^r-i/^s 1 ooic^sLTJbaiLfcjiaa^ys-ro 
[00 6 4] £fc, gs^rt^A<r^4zx«tjw«isMi-e35 
£i§# Uf*^sioi, T^-bxWttSW) lc 
I*, Bt^bLfcaV^V^a^-^^-f-b^X-y— 
4 0IC2HIL Wf7^S1 3 0) , BS#{b3>T->*> 

m^#-roe«si$ss$smu (x^^^s 1 3 n , x 
f-^si ooizssu ±a«Lfcfiia$<ays-r. 

[0065] O^IZ, CZT?, ACLKSSP2 3IC,fco 
TK5E**t*ACLIZ^)LNTlJiia-r*. @3I4, 7$-fe 

xfc{*©-0i£*r0-efcy. 79tx*wt &t+& 
#t«aa*«S5* (pc sue) ^ttt(0 2W< 

tMHtfcLTtt* maxCount (fiS^^Iaiag* 

ffi) *<fey, w^i=»)6-r*=i>-x>^fljfijratt3Efico 

unt (gfl^ESfc) -Cfe-5. mttft®&tl*5-5!&mfz 
KLxmft*!l&®&m±mh ^5f!iill8£&lt-C7*-tiX 

[00 6 6] o^romaxLength (BtaHii L&*:g*) 0) 
^H-^flltWlB-r^a^V'VO^UfflttiHI*, totalL 
en (iS^ttiL^S*+»i«*K^tbtS*) Ufcy, a 
vt 1 w<DK^m tfi*g£ ic^-cr^-fextDfMffli^ 

L J:3 <tf StOtfcS. o^GJmaxTimeLen (SI!tbI88 

3EI4, totalTiroe (^fi^B#KS) T?fey, =i>^W 
CDggfti5rfi e &*B#|18 1= «fc o T 7 £ -fe X a>«ffil £ L J: 3 4: 
-r-5*(0T?fe-5„ o^flJmaxDebt (f»ABlfl8&«I (H& 

I*, debt (»£) t?fey, JS*fl)-7-fy-XfllliftA*S 
tJSy, 8l^#l=J:oTT^-bXO«i|ffll$L.J:5 t-T 

[0 0 6 7] %a««^3£S^fri:LXI*, * 

rfts«*<**^y, -=Ki=«iE-r-5%ia®5R i d©^ 
7x1*. PSN-cfey, ^nH2»y9-o*>yT;uS#-cfe 
•&„ ^^xtiii?— ^k— x±ro^-^5?i<7 h 

^^x-efcSo •3^©JSi2l J 7 I /Wxi=«i£;-r'5i|aasm 
1 d©^ 7x14, DSN-efey, ^/U^om&t'^'j 
7;us#$^-r. o^ro^^r-f 7ic*tifc-r£i$jagjsi i 

D0>^5Xli, MSN-efcy, >-?-f TtoW&ti'VT 
^m^Th-To r>g<» I C*- KKSWf &«5a®3* I 
DI4, certificates-efey. I c ii— K*<«^-T -SliEM 

[0 0 6 8] o^OJA^SPffil*, fctx.l4JilK-VfflK 

(T-rux) ««t»fey, -^i=»i6-r«>!B!iasjg 1 d 

(0^^X14, bodyParts-Cfcy, AtfcSBtfcOigiiEltlffl-e 
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^7Xlis tiraePeriodTffey. n — n y£ <£^fn 
— /^UfcGPSB#g*l-e&5<, hr?— £ K>-< 

ttgaffXl D(D*9Xf** MACAddress-Cfcy. MACT 

U Z*il3«fE-r*felSS^ I DCO^^XI*. location 

t?fcy. GPsfc*LM4PHS36<tta-r*ffi«*«-r. 
o^A^iBtii-^jfi-r^^s®^ i do>*^xi4. us 

er-ID WithPwd-Cfcy . ol — if I Dt/U9- 

■To M^^-^i:»Jtt^feISi I dcd^x 

[0069] C<Dcfc5fc7^-feXgr#l*. ANDtOR 

Ld:ltKS*ii4, 7*-trXgH*lcl4. ±3iLfccfc3 

l*ff»c|fl*dfc*WttT?fc*. fctx.14. -O0AC 

udac#acl 

read: ((grop=sysrapO R group=soft4soft) AND 

45661244<MS N<456614t2) OR count <1: 

modify:user=yujiOR user=hataOR 

I C#car d = 1 af d234f e4def 458c3bac78497bbda6f : 

pr i nt : group=sysrap; 

©j;34ACL*llSt*i:fc^*4. 

[0 0 7 0] ZOlWifeZtltz AC L\Z cfe+vfi. Treadj 
liHRfttt**L, <f)V—7tf Tsysrapj &£IM4 Tso 
ft4softJ -efcy. AO, ^f<7vU7;H#MSN 
*<45661 244 £tt *45661 41 2* ffi V fe « fe * I* I4t8«s 

Tmodifyj liMSr^ft^^L. a.— Tyujij 
IM4 Thataj -Cfc£*\ fcSLM* T|C#cardj 

r 1 af d234f e4def 458c3bac78497bbda6f J 
> t- > % >H$r fc tf> 0>3H* t & £ o 

[007 1] £fc. Tprintj li8lB0a»*fr*«L. 
tffo—Zftfi Tsysrapj lc»y % a >T*:>y£ B3ffl"T 5 - 

ACLiftSli. GUim>«ui:t*otJHWttffi 
±-r*„ fcfc\ ACL^)^Y?lis l»fMltt*fcB« 
-r**9l=Lr*«fe^. fc&Jltt. 1 dfct LTI4 

7*-fex*f* (1) fe^ftttJS^t, »ff*2lc» 
L-CI*7*-feX*ffr (2) &*fcfr*»R-C***9l= 

[0 0 7 2] -o€\z^ guic^-f ?a — ^-v— h£#8S 

lt, a^^^-y— /<3 o«)rt»aa¥iBi3oiNTK 

S4|-fclNT. *-r3>T->^tr— /<3 Ol4> 



(Xf*;?S2 0 0) .'*yW-*-f^ 
>K3^A***tttl^»* (Xf7?S2 0 0, fcL) 13 
(4* xfv^2 0 0fcfelt**K«WIH)at. 

[007 3] h^—^-f ^>hA<*BS3>T->^e 

MIMtitL (Xf^S2 1 0) % f7t^K©ACL 

sks-t* uf^s2i D o tit, s^wtv 

§£froT (X-T-^^S 2 12). Xf 2 0 OlZ 

[O 0 7 4] — 13* *^ h 1 ?— -fr-fO htffc&ga >-r 

>^£=p]/B#i'X J rA5 OlzttLTIBfliL (Xf'^S 
2 2 0) . Ca)»S3>T->^E*B*fZ»-r 

221) s Xt-v^S 2 0 0lc»ffLr±J6Lfcffla* 

«y«-r. z*ticj:y. a>^>^-tr-/<3o*^LT 

«JB#^X^X>5 0l=«^*Zi#***. CCD* 

[007 5] o^l-. H5iz^-r^p— ^-v— h£#K3 
Lr, 9-f-b>x»— ocort®ffla¥JiEl::oi,x"C8i 

14. =i>T*>*>WfflS*©*v h r 7-*-<'<> HA<A*I 
**lfc*5**«K-r* (Xf7?S300) o 

hitA***lttl*»d (Xf7?S3 0 
0, ftL) f3l4. Za>X-x^^S3 0 0O*lJHf»31*« 

ya-r. 

[0 0 7 6] **J/ h 1 ?— h)ti<a >7 L >^flJffl® 

*) f-liv JISSHfea >f A CL$LDAPv 

XT-A4 2*6«URL (XfV?83 0 1) , £ 

L. HrfeftACLS4«t4 Wfv73 0 2) . ^CD 
3, DEMSfcy) 1314^(0**, tt£ 

4$3SS*I DffiEB^S^^ig^ af^S3 0 3, » 
JC^SSmi DIIEB^SMU) l^lis 3>f>^©«ffl« 
*#|3^LT. -rtt^HfflWS/X^ASOlcWLTB 
BJS*S*Ltc (Xf»>^S 304) Sbl". 

S 3 0 5) o 
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[0077] -Dg<»tommi&ttJ£&m<tb&®& (xf 

>^S305, £>U) izlt. X^r^^S 3 0 3 iC^frL 

i/xfA5 o^&^sgfft i Dii8i«w£gfi-r* (x 

^f^^S 3 0 6) o 
[0 0 7 8] -fCD&, i 7-f-b>XitpT/±ffifflJ4 1 I*. 

0 7) % ACLflO)7*-trX&fr£. ftHqrtttt«l9S 

•©EEwairat^ia-r wt*;;s3 0 8) . *&k„ 

A CLWlDt^tOAN D/O Rj££ISIIffi5fcJIglCg3t!I 

-e<<*aa*fr5 (xf^?s3 0 9) .ftott^ 

4z>Xlt^/£/Sfflt4 1 I*. za>gBtt?< < bftfcAN 
D/ORSC**£l:: % 9"-f-b>x**«-r*9-f*>x 
±jSfflS$fT5 (Xf'^S 3 1 O) o LT„ 

?S31 1) . Xf*;?S 3 O OlC»ffLT±aLLfc*k 

[0 0 7 9] :ZT?, ±J«S;hfc^4z>X J: ««:□:✓ 

I*. ^*f-fe>X"9— /<4 0^&«JB#*>Xt-A5 OICjS 
(1 *;tx& ^ << -tr >X £: zi > t- > % >1f— / < 3 o £tt L T ^ 

[0 0 8 0] S6lCfelNr. 5-<-fe>X-tf— /<4 O0A 
CL4 3fl|:i|*. ^tL-en«-©g3>^>^7 1 -7 5 
bWcvXrAAC L43-1-43-5^ 
»»**ITL^*, I(Oi/XfAACL$ti:lCfa)», 
fci:x(fWE3>-T>^7 1 -7 3l:^t^vXfA 

ACL^b»i3>t 1-7 3izwr^>^-r-tr> 
& 0 zco^<-tr>x8 4-8 6i*. ajct" *iaas* I 

t^o fJjffl^-^X^rAS 01*. 7^t>X84-86^b 
^7<7>hACL81-.83jfifL, CtlblCfctJS 
t48l3>f>77 1' -7 3' 

[008 1] d<0»** »Ka>x>^/tpBt*fl2**fC 

r. ACLfc81a>f>7iltW8ittBillJ»L 

[oo82] £ &iz^-f -fe^x-fr— /<4 op^co 

L D A P *>Xf A 4 2 COl^TH 7 * #H L TKMt 
£> e H7ICj3l*"C\ LDAPvXfA42(t L 



tt*. LDAPit-Atlt -r-r h'J+r- fcfxaifll 

StfciX. 5 0 OlC^^n^DAP^^aSSCD^P h 
□ ;i/*ll^f*f W h'J»-/^fc4. LDAP-th— 
/<rtlcl*«*©^9Xlc#lt6*i. fcirxiifflA«®9 
1 V vXfA^7X9 2, * 5** 7*5X9 3. XML 

[0 0 8 3] -t Its fcfc*l;MA««9 1(0*5X1:: 
fcl*T* Town systemj tftk&£1x%> t . I0vXfA 
$*/XfA^7X9.2^ib r system name J lzJ:oTtt 
*bHvXfA^7X9 2P^C7)2El^-x-f 7 r Tcurr 
ent mediaj fi* ^f-f 7^7X(D*^b>f-<7^7 
X93£&g£L. *blw s Za)^f<7i?7X9 3M0) 

9 4$-}$5g-r3>^^3{)<t?$*o C0XMLM940* 

[0 0 8 4] tZ^, aHffl*e/X7A5O0E)W]feHffl 
Wttt. H8l=«-rU-f-^*»-DfcIt31*JS*»LT^ 
<5o HB-CI*. »3EWfflS«1 ootf. 7?U>r— >a 
>@1 1 otos*- *;UBi 1 1 tf/WxHi i 2 
fco>3irc1MtS*u #BHI4, iS^^tit-exY 
>*-37x-X-e|g|&*;h*o 7?U^-V3>IS1 1 
0I4, a>-r>^W* • HfiT^U*— : >3 > 1 0 1 * 

02^Py7A^va-^tltS«o 
[0 0 8 5] >^>V'&£k&m : 7<< 'J 1 0 2 

li, XhU-i?K7Y/N'1 0 3, 7 7Y;i/VXf A 1 o 
5. «»<D«ffla««pS1ftaSiRK^-</<1 0 6-10 
8. S4fA-fXK7^/^!Jft*t^ 0 XM/» «*K 
5-<Al0 3l4 s 3>-r>^X hU- £?7/<*fX£UI 
*H\ fWSWtt(klIlK?Y/<1 0 6-1 0 8I4 
*;K«x#lffllS&4$£«33i5SS 1 0 9-111 

Bt7/WxK7-fAl l2ltS4f/Wxi 13 

^l£MOgiO)j: 5 ICZ} >^>*>X h L/-yf/WX1 
0 4^HfflHi^Sg»1 0 9(DZO<DfiS*ioTt 

[0086] H9I*. fiJ^SJSKS^as^ (PCSU 

E) (DOS 1} — %>)\sB 1 1 1 fcir/WXllI 1 2 ton 
l£ll«*5*LTl**. a9lc^fJ:-5lw % PCSUEH 
±l*. a#B«*l»oz x/WX 

If. P C S U E 1 3 1 (DTffilCli PCSUE133, 1 
3 4jW£g-3ltb*t, PCSUE1 3 40Tttl:l4PC 
SUE 1 3 5, 1 3 6^ffiBr5lfP,tl^o ^©^543 
««*t*PC8UE«±-Clfc fea©^ I D^(D 

[0087] fctxli. DVD8f$(D^f^7B±g 
l^PCSUEIi, DVD?^f^7(DPCSUES 
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m%mV&&-*Zo fctz.lt. PCSUE134i:PC 
SUE 1 3 St<Dffl<Dttim&fkVt>&o fit, g±fit 
0)PCSUE(D^PCSU E K7-f^i(0f- £ 
£fr-5o fcirxll PCSUE K^f/^1 2 OiPCS 
UE131 <b<&|jffi"e&£o ffiot, ^C-t/WxHt? 

[0 0 8 8] ^f-tr^Xf*. -h3iUfcJ:3lc. WCStt 

K o ifr 644 7« tXlHttiW* I D (PCSU 
E- I D) |ZcfeoTBt*fc**lfct»a)-eft« 0 

[0 0 8 9] cc-c. &mit2tit- £ ?<<±>x<D-m& 
[»i] 

•efc^o Ki~K5l*. HftiPcsuE-i 

*ffl^TANDft#fCj:orttd**tri^*. feSgffc 
OD**a.iJ^-f5ftflE3&Wt^«l-#PCSUE - I D^ffl 

IZ^Ufflfl) PCSUE— I Dfrt>MX.'& J %'£*lZ>ZhlZtj: 

[0090] •«*o)-b*aUf-faarwsa- 

IU-tf>i§^lzii. #pcsue-i DflMittttlMHIM 
Sir J: o T * <Dtt»0)lS^*— |Z J: o T # £ J: 5 

[»2] 

Iz cfc * a >y K c IKHdOftKtttf 5MK * *i 

5iL^5, 'JX?«1SIW&m£ifc^z<tlzfc£>o 

[00 9 1] £fc. SSfl)PCSUE- I DSORSS 
[»3] 

i<T*±zym» k 3 + i<T^-b^ita>[ k 2 + 

|<7>*izXtt«» K t 

(D£5t£m-£l-lts *ix^*U7>PCSUE- I D"C»# 

>} Ki^iSL. •t^T<0'*z?^'(*>*&mmzo 

RSiKLrJS^LfcfilS^-f ■fe>X<bLrtrcfct>a Z<7) 
JSJBL. AND. XOR. OR;1tff£A*i^-lzLT*a*> 



[0 0 9 2] -og\Z s Z(D^5^^iz>7,<D±i&mm 

^mizoiNTigi 1 oic^-r^p— ^-v— h^#MtTitt 

T7?S3 1 OlZ^-r^-f-feVX^fiJtfiiS^III^^^U 

— ^v-cfc*. asizjsu-c. ±asLfcACLrfr> 

^S 4 1 0) o 

[0 0 9 3] B^tHLfc^-KA* r (j -Cfe£i§^ (X 
f^S4 10, r (j ) (Zl*. A C LOK^ttl 
fiS*iS5IIlrtACL(7)iS^i:L-ClB1it-^ (Xt^^S 

4 i i ) o £»nb£ roj iZlftSL (X-r^ 

T?S 4 1 2) . *bCACL3!)>P)19- KK^-tii-r (X 
f^S4 1 3) o *<D&. tt*HJLfc9— Ktf r (j 
-t?fc*^5*^*«BfL Uf7?S4 14) s r (j t? 
fe£Jg£izi*. £»nbiz r 1 j ^»ILfc (Xf'^ 

5 4 1 5) X^r^^S 4 1 3 Iz&fr LTPit/. 

(7)1 r7— K^K^-tti-ro 

[0094] tt^au^— Kist r (j -e^LN^ 

(Xf»^S4 14, -£(7>ft&) IZl*. * ^fCZCDlS^a 

S4 1 6) o C^K^UiLfc^- K*< T) j -e#iM§ 

t-**P^^<7)fl&"Cfc^iS^lzli % Xf^?S4 1 3 
iz&frU *blCACL^P> 1 K.£rR*HJ"*-. - 

b# roj -cfc£^5fr£*i]»rr<5 (xf'>?S4i 

7) o NB^ r O J ■eftl^Jifi' (Xf»^S4 17, N 

o) lei*. NBOtob ri j x-ry^s 4 i 

3lc^frL. *8lzACU^f, 1 KRMti-To 

[0 0 9 5] NB*< TOJ (Xf7?S 4 17, 

YES) Izf*. ACLOSaEfiSO-O^ffi^tSSDlrtA 
CL0^i: tTSBtf-r^ (Xf7?S4 19). W 
Z0)fi3flll*JAC L(D7^t>X^iaj!lI^^ (X 

f^s420) . *<Dmmwvthuz&z>mvm&7 

^7-bXlfefrAClZiijta-rSflVa^ftoT (Xf'^S4 
2 1) . X7^:7S4 0 0[Z*£fT-r<& 0 ZHlZcfcoTffi 
Slfl(DACL^4S*tll), 
[0 0 9 6] R^fcULfci^-Ktf T (j T*LMg 

(Xf'^S 4 1 0, *<&«!) |Z|*. **>|Z. 

5*t*Wf-r* Uf^S4 1 0) o fe^«rf**fcl* 
*tfftfr-Cfc*»*l=tt. ZtD^fr^T^-bX^AC 
(Xf^S431) . z<DSfcfr*5i«lRriI6* 
feSS^C7>WS+-Kpi:LTl3:5EL (Xf^?S43 
2) . Xf^^S4 0 0l^ftl, * bllAC L3^)^t > 1 

[0 0 9 7] R^fibLfc^— K^SftfrSfeli^tfft 
fr-eaS:^** Uf7^S4 1 o, *<7>te) izii. * 8 
IZ. ca>tt^ULfc7— KA< torj T»fc*^5^S*y 
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RJ V&Z>i&'&\Z\t* ZOfS^fflLfc^— K^b&OA 

1) o -t<0*. S blC^jSLf-^-f -t2>X(7)*|zAC^ 
#£;K<5fr5fr£*]®iL (Xf'V?S442) „ ACtf 
(Xf7^S4 4 2, YES) ICI*. 
4 4 1 |z££^^>X±j£ffl3lOMyte£flJ^ 
T r {AC. hash} Kp. HyfitJ t**^-<4r>Xlc 
SSL (Xf 'V?S443) . Z(D4filtLfc7^^>X 
(Xf^?S454) o — ^-T4z>X(D + (3 
AC^^HTl^l^^ Ufy?S442, NO) 
|C|* S Xf^?S44 1 lc££^<*>X±j£fli3I(DP 
yft£ffll^T r [Kc, AC, hash} Kp, MUfilJ <t 
-fe^XlCKSL (Xf»^S445) . C<7)± 
j£Lfc^-f-te>X£&"r Uf7?S4 5 4) o 

[0 0 9 8] ttwBLfc?— K*< torj -efci* 
i§<£ (xfv^S4 3 0, -tote) icii. *e,fc. CO 

(Xf^S4 4 0) o K^UiLfcr7— K/)< r A N D J 
"t?fc£Jg£l::l*. C0)|S^tbLyb7-K^t>^ACL 
05^-<-tr>X±ia«l31$fTt^ (Xf'^S4 5 2) . Z 

<j>^^^^^±fS,mm<Dm^m^m^x r tiyi, a 

C, hash} Kpj <tfcSv-<-fe>x£ig-r (X^^^S 
4 5 4) o 

[0099] Zfl)K*HlLfc9-hV TAN 

DJ t*tj:l^m& (Xf^?S4 4 0, -^Offe) l^li. 
r {Kc. AC. hash} Kpj ^fc^^-teVX^ig-f 
(Xf^?S4 5 4) o cfifz^y. ACL^P»7^-b 
>X*><£j$**1<5>o 

[oioo] o^iz. 01 i ic^-T^p— Tv— h£# 
kilt. 5p]ffi#e/x-TA5 oa>rtSP^a3l^IlllcoL^TBl 

B^-T^o SI IKjSUT. S^PJJB#£'X7 i A5 01*. 
3>^>^(D«ffl»**<fc-3fc^5^*«K-r* (XT" 
*;?S5 0 0) o a> J r> % >0)WfflS*7b<*l^ii-& (X 
f7?S500, fcL) lei*. C0D*iJBrffiS*«yig 
L. P^T^ytB^fflStftf&ofcig^ (Xf^S5 

oo. fcy) in*, ziv^v^o^iffls^^ii-r^ 

(Xf7?S501) o -toft. tt9S3R<DSn«a)S 
3ft3&<^-r-te>X-y— /<4 0^£fcotc^5^£flH&L 
(Xf»v?S502) . «aaS*OBE«S(DB3R/)<3S:i^ 

(Xr^?S502, #L) IC|*. Xf7?S5 0 

[0101] *&S£St(&tHS#Og#*<fcofc« 
(Xf'^S502, fc L J) Id** *fc)3IgS§ I DffiEBj? 
L Uf'^S5 0 3) . ffi^tBL*:»Lfc 
rt^frtMOTT* (Xf7^S504) d BfcfiMiiU::* 
BfcLfcS^ (Xf'^S5 0 4, YES) {CI*. — 

il^^^^-fevx-y—y^izsiitLr (xf^sso 

5) . Xf'^S5 0 0l^t^o -Jj. Bfc^fcbLlC 
*BkLttt^»* (Xf^^S504, NO) Id*. 



6) . O^O^SSm^&'Sia^ (Xf7?S5 0 6, 

fey) lei*. xf7?s5 0 3i:«ffLt, o^ofeJl 
SSI I DBEW»0K^tUL*fr-3r±aLfc«31*l»y 

[0 10 2] -S. ^O^SSSttffcl^^ (Xf^ 
?S5 0 6, #L) Kl*. ^SgSSl DtiEBJ3eS*£^-< 
-fe^X"*- /<4 0lCj${IL (Xf^?S507) . 

i3g{irtgt/j<x^— ^^-r-b>x^**jjw-r* (xf^ 

^S508) o Sflrt^X^--efcSig^ (Xf'y? 
S508, X^— ) |Z|*. Xf'^S50 0fZf£frLT 

±&L*:ffl3I£*8yigL. g(irt§*<^-fe>XT?fe<5 

(Xf^?S5 0 8, ^-T-fe>X) C:(*. 
^*f-fe>X£fel5IS£S (PCSUE) 1lCiSL (Xf7 
?S509) . Xf^^S 5 0 Olw^frLr±£&Ut=«l 

aeiiys-r. ctuz^y. ftiffi#s/xxi*5 oi*. ^ 

^-tr>X-9— A4 0^b7^-fe>xJW5Cttf-e 

[0 1 0 3] CZt?. PCSUEIill (N - 1 ) 
OPCSUECDgfcjCDPCS UE^L, -fi&MICPC 

suEi-esu ii*. 1 - ( n — 1 ) a>g«-efe£o 
fz-e, &PCSUE i *<^>r-i2>x$a*+LfcB#cDrt 

SWMWHICOlvcHl 2<D3?P-^-V— K$#5iLX 
[0 1 0 4] 01 2lZj3lvt\ $fPCSUE I {*. S 

<ILf=^-<-t2>x$ Kpi-ea-^-r^ (Xt^:76 0 

0) o -tOft. C<D&^LfcT£4zXSM*AC I SfMB 
L (X-x-y^S 6 0 1). T^-bX^frAC I COfMfflB 
**<W*TW***IK-r* (Xf'^S602) o 7* 
-feXSH^AC I 0)ffMBtS»^5FRra)»* (X-r^^S 6 

0 2. ^FpT) IZl*. X^ — fflS^fT^r (Xf'^S 6 

0 4) . *mm*m-r-r%o 7*-trxgM*Ac i 

OlfM^S^Pl-e&^iS^ (Xf'^S602, RJ) K 
I*. Z(Da§lfc7^"lr>XifPCSUE (1+1) \z 
*»t«ff*#. *PCSUEi OWSUfflS* 

[0 10 5] O^IC. PCSUE (1+1) I*. PCS 
UE (N) ICffiSU Z.ZV\ts fcfcxl*. 5£tvW 
XO^S^rtfiPffl^^frdo -CDrtSPffl^llICO 
INTI31 3lc^^n— TV— h$#KLTBlBJf So 
S 1 3lCfcLN-C. a<ILfc7-<Hz>X$Kpn-eS 
#-TS (Xf^?S7 0 0) o -tOft. C0ffl#Lfcr 
^tXSItAC (N) £i¥ffiL (Xf'>?S701) . 

(Xfy?S702) o WfflttR^RT-efc*** (X 

T7^S7 0 2, ^5T) (Z|* % X^— fiiS^^TOr (X 

f7^s703) . *mm&i&7Lx. mmmzwm^ 

[0 10 6] r^-feX^frAC (N) IZ»-T*ff 

«tt**«Rr-0fc*»* (Xf7^S7 02, pT) IZl*. 
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S7 04) , Lfca>f>^$S±f/<-f^6<S± 
U (xf'^S7 0 5) , #4Q3I£*l7-f -5. 
[0107] wC-e, *#W£7-f-te>xa>aHHa3l£ 
0 1 4*#gSLT|jiWr'5o 01 4l=fcl*t\ 7-r-tr> 
X*— /<4 0T?^J«*^fc i 5l'-b>Xl*. 79tXil8 
|JX h A C L i □ >f >f 9f SB4f/<-< X 1 

ifeSDSN 1 4 1 t^f-f71 4Z©^f<7-> l J7^ 

if-efe^MS n 1 4 3 rojfft&Mifiafnoflt^^— £ l 
t B§^<b * *t fc 4 a) -e -5 . 

[0 10 8] S-T. X hl/-i>f/WX 1 4 01*. ^ 
-f T 1 4 2l:ttM?RrfflMS NfciSifSWK COTfll 

txH/-5f/Wxi 4 oe^-ODSNto^fteMli 

m^-T-Si:. ^-THzi/Xl*. {ACL. Kc] Kpifc 
-S. ^<7>-gpm#*tlfc i 7'<'-b>Xl*. ffife^A-fXI 
4 4l=i2ie>*U Stf/W^1 4 4(i. S4f/HX1 
4 4S#*<^-r-i>^31Smi D1?fc4*-Kp$fflUT 
^-r-fe^XfcS^U 7^-bXSttUXhACL«t3V 
^>yffi-^r— Kc<fc£l*?#U 7^-trXfttACLA< 

-Kcl:,t^tafS?f5 = t)li<-ef> 

T-^fi. Hix/WXI 4 4lzJ:oTli^*tL-5Ci: 

[O 1 0 9] ±2ELfc7'('-b>XS*i: ; 7-f*>XSlfl 

icfc^av-r^^tg-^-ffiasiai sxz.TF.-t'r— $-?u— 

xfA5 orti=fcit*^«ffi^-cii. *f3>f^ 
, V*fiJffl-r-5fctf)5'C-b>XS*5!iS 1 5 2 £!feggf& 
I DEEB.BS£ttL-C7-1'-fe>X-9— 4 01=21^-^-5. 

SE^sstffffia 1 5 3 i=<fcoTfijffl5i^#s^ss^ 1 

50fr&SM#<**u 7-<-tr>xS*fliS1 5 2l=«fco-C 

[O 1 1 0] — 7-ft>Xt- /<4 0A>S> : 5'l'-fe> 
X*<aHI£*t-&i:5-f -tr>X8tf#SlSl 5 61*. c©7 
-C-fe:>X£flM»U T^HzXlfoIfflai 5 51*. ^-tr 
^Xfi)H#fl!31 1 5 6AN& : 5'f*-tz>X£IM#-f Si:.!:* 
lc. ffJfHJIttft^SSSl I DSSEffiai 5 4Atfi|ffl^ 
Jft^«jaS*BEW*8l»«lS 1 5 3^LTMSt 
lD£SSf#U $&l=#tHQan 5 7*&HJ!M*£&R 

[0111] fit. =i > t- 1 5 9 1*. 3 
^f>^fif*-*l^T8Sl3 >-r 1 5 8 
L. ¥3ta>a ^=rt,v£\Hi-hir%>. fcfc. #tt»ai 5 
7 1*. Hffittss«Miixi 5 1 icjittL. mmmm. 
m.&mmmmi 5 1 icj:o-c^o?fijfflttjE*<fi]ffli-)S 

UTS KM 1=^* 'J * > hS=h.&. 



[0 112] kZ*>-e* 01 61*. E8l=jSLfc^fii 
fflS*4$S^asmBfWliEaj#ro±jai*. T/Wx@lz 

hsl. isttiff#«Bii*. 1 c*-ki=j:«5*/wxib 
[01 13] fcfc. ±a?Lfc^ifi(D^ss-ei*. l^k>-s 

C<7)1§ a", 3>-f->">-9— /<3 0A<V-f -bVX-9— 
/<4 0rtl=W»iBffi**vfc«MEiL-CSiyax.liJ:l^ 
[0 114] *6I=, ±2LfeJg*<DJ!*n-Cf*« flH» 

fey, JlJ6**i-5->X-rAlzJ6CT : E-*i-? r *iH««:»SC 

[0115] *f=, ±aufcieifia)»iiic*f«!ias* 

Id*. «JH#*>x-t-A 5 o l=@S©^gcD^-CI±)S: < » 
= <DfiJffl#*>X-T- AS 0 $*\m-f ^ -r 

-fT, 1"&:b^CD-ROM. DVD, MO, I C*— 

xtai=&i.vcis. c«>wfl!#s>*^2ki=Ba«>»»i 

*i::***iT. □>T>^©fi|fflll»!!)<'S:*iK5^il= 
**. fcfc\ «Hti'XfAB0i:BSflWf'f7. fl 
I* @£(D/ \— K =r < X ? ge-\*H3£a> R O Mtf 

[0 116] 

[*BB©Sf)S] «J*WLfcJ:3l:. 1 

liaffife ck t/nas<ct§«-&t3i4: i= * o rfltitfliaa l 

[0 117] lS*^2ICA^*^^>5EBJ|-J:ttl*. R 
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b^zfri&m-'ii 5 - «k *<T? * -5 £ 1^5 SSS£#-f ft. 
[o i i 8] *fc. 1**^3 l=***»WI::J::lltf. * 

llt#<bLfcIM§tff$a£ifeJ5£U 91JtHfiJffl#¥ai*, 11tr8B 
*H <fc ftfta»ftatta!flHI« *» £ 

««tl»*fi 5 d <k *<-C#ft t I* 5 ft. 

[01 19] £fc, w^4icA^^sewi=<k+iii. m 
rtN^tg^i-ii. ^issu»fijffli i Fpi^i=stiE-r-5^ia 

giga>®S0teffll=£ftB&^{b£#a<bLTfro-CUft(B 

amsntft. 

[0120] *fc. R*a5l=A^-53BWI=**il^ 1*1 

gsftt Lxanytfto-cftco-e. ^©-oroiist©^ 

#fflrt-ftc£/><T?£fti:l.*5S<>*£3§-rft. 
[O 1 2 1 ] £fc, R**6l=^*«l8l=J:*l«, ffl 

lWbLfc=i>x>y£fc#U Mt2fIffl#^SA^O 
a >7 L >^iEfli®*$Slt#l+-CfrS5Bt^bLfc3 >^ 

i= zi > t- > ^ £g*#-r ft c <t *<-o * ft 1 1% 5 sas &m-r 

ft. 

[0 12 2] H*«7l=A^*^lc«J:*tlS. K 

fiiffl#¥aofeas^icH-r * wren jh 

^rttfts-rft-tttic. «j#^aicfrffia>^>^coa 

Lit¥fwnmtt±at Lx^mmmm^ 



1: rsi &ttft tdiEi*K«}$a* atK«ffl#^ai= * ft 
&Jigffc0iat»m$a£ * t i=a^ l » m&mmt**i$!ft 

eBt#<b£*ifc=i >T>y0>a#£fx-5 cfc 5 lc LT^ft 
m<ft/d:u>T>^fi]ffl«l«il=#5BS^b. a*Hb 

suttiw iz&m,-t ft c t £ ft 1 1 % 5 a&m s#-r ft . 

[0 12 3] *fc. S#Jf 8. 9|C*nt!)N^SS|8I=J:4i 

T->y©g3I£fr? a >T->y gaggle. SEE3>t- 

>ymmmw<»®mm%iizmi-zm%ittmt$£vmm% 
^f***ijsuiiPRr**tft«^i-iiiiH*tofctg^-$ffl 

LNT3> J r>^ro«-^*f7'5<fe-5l=LT^fta)T?, «S 

?aasi£#i-fft. 
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ft 1 1> a aa^^-r ft . 
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[01] ^IgB^aj-^Jtero^llTJfcfta^^i/^fijffltt 
[@2] 01 i=*Lfc^tt#->^-rA2 orortspsaa 

¥ISSt7n-fY- hT?fcft„ 
[0 3] #ft^i«saS«^H^#i:(D-fl>i|$^ 
•*-0-Cfcft. 

[04] 0 1 l=*Ufc3>-r>^-9— A3 orortSPflUi 
fl^t^n-ft- hUfeft. 

[05] 01 ic^Lfc^-f-bvx-y— /^4 orowaiflia 

[06] /\*4 OTb^Si&flft^-f-tzVX 

t^tt^i^X^AI 0 feftlxliziV-rV^-y— /n*3 0 
*^ jH £ ftftffcga W t OH«$*-T0t7feft . 

[07] 01 ICStLfcLDAP->X-rA4 Z0>msS.^ 
-r0T7fcft. 

[ias] 4#5efijffl^rou-r-T8iS8»)t*^ia-efc 

fto 
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[014] 9-<*>xa)a»aaa)~«t»-rB-cfc 

[01 si ^-f-fe^xg^t^^xasic**^ 
t- > £^-r — $ ? p — 0 -c & & o 
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fo£>o 
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21 ««=i>-x 
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2 3 ACL&SaP 

3 0 3>tt>^-B— /< 

40 /< 

4 2 LDAPi/Xf A 

4 3 7*tXfl»U^h (ACL) 
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5 O 

5 1 %B=I >x>^H#/8tfMlJ 
5 2 3 4 -b >XR#/BtfMP 
5 3 tt£«JBBtt 

54-1-54-N «l jHStt WSttBSX 

5 5-1-5 5 -M hl/-5f/W^ 

56- 1-56-L H£"r/WX 

57- 1. 59-1. 61-1 teSSI^ I D 
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£frfcfttt (Account Condition Value) 


flEttS (Usage State) 


max Count : itftoIffiHtt*:*:*! 


count : *f¥580» 


max Length - RAW US^fi* 


tolan.en:R»tHU)ftj|g + 


max TlmeLan : Sfr5TtKbR:*:8$[BJ 


totammo : XfrftfttRft 


max Debt : #A" 5 T85*tBI (R£*ft> 


debt : SKft <t 
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wammxo? 1 ?* (pcsoE-iDctass) 
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PSN is v » *> U 7*i§) 


(2) SiZlT f /<-fX 


DSN : J'rt-fxWBI. >'J7*W 


(3) ^?^r 


MSN : * T** T<D»glJ. > U T-A*W | 


(4) ic*- r 
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(5) Af*»tt mm-) 


body Parts : Attttft UN-) BSttMB 
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Ome Period : S»« (□-*MD'?i'. GPSfri?) 


(7) K*< > 


MACAddress : MAC7 KUX 
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user-ID WlthPwd : o.-1flDfc /t*«7- K 


do) f}\>--? 


group : WnHKlDOX* 
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